Volume Il, Section 1
Table of Contents

{1 o o LU o e o PP 1-1
1.1 Objectives and Usage of Volume Il of the Voting Systems Standards...........ccccccevvviiiiiiiiieeeennnns 1-1
1.2 General Contents Of VOIUMIE [l ... ... an e n e e e e e e e e nnnnns 1-1
1.3 QuAlification TESHNG FOCUS ... ..uuuitiiiiiiiii s e e e e e s e e e s e e s s e e e e s e e s e e e e e s e e s e e e e e aannnnes 1-2
1.4 Qualification TEStNG SEQUENCE ........ciiiieiiieeiiiiis e eeee s e e e e e e et e e e e e e e e aeaa e reeeeeeeettanreeeeeeeeees 1-3
B o [0 o) I == 1 o 1-4
B G @ U [T =T o @] o (=T o £ 1-4

i Volume Il — Section 1

Introduction



Introduction

1.1 Objectives and Usage of Volume Il of the Voting
Systems Standards

Volume 11, Voting System Qualification Testing Standards, is a complementary
document to Volume I, Voting System Performance Standards. While Section 9 of
Volume | provides an overview of the qualification testing process performed by the
Independent Test Authorities (ITAs), Volume Il provides specific detail about the
process that is necessary for ITAs, vendors, and election officials participating in the
qualification process. The Standards envision a diverse set of users for Volume II,
including:

¢ Vendors: Voting system vendors will use Volume Il to guide the design,
construction, documentation, internal testing, and maintenance of voting
systems to ensure conformance with the Standards. Vendors will also use
Volume 11 to help define the obligations of organizations that support the
vendor’s system, such as suppliers, testers, and consultants.

¢ Independent Testing Authorities: Testing authorities certified to qualify
systems will use Volume Il to guide the testing of voting systems and
preparation of test reports. Laboratories and other parties interested in
becoming ITAs can use Volume |1 to understand the requirements and
obligations placed on the ITAs involved in the process.

¢ Election officials: Voting officials in many jurisdictions will use Volume Il
to guide system certification, procurement and acceptance requirements and
processes, which may include additional requirements and adjustments to
those requirements included in the Standards.

1.2 General Contents of Volume I

To support these primary users of the Standards, Volume Il provides:
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a. A discussion of the general sequencing of tests performed by the ITAs:
Volume 11 identifies the tests where sequencing is important and provides
such required sequences. Volume Il also indicates other tests that may be
conducted in parallel.

b. A detailed description of the information required to be submitted by
voting system vendors in the Technical Data Package (TDP): The TDP is
a comprehensive set of documents that describe system design specifications,
operating procedures, system testing information, facility and resource
requirements for system operations, system maintenance instructions for
jurisdictions, and vendor practices for quality assurance and configuration
management that underlie the development and update of the system. The
TDP focuses predominantly on the required documentation contents,
providing flexibility to vendors to determine the best format for meeting the
content requirements.

c. Delineation of specific system tests to be conducted by the ITAs:
Volume Il identifies specific tests that are to be conducted relating to system
components and to the integrated system as a whole. Tests are defined for
system functionality, hardware, software, telecommunications, and security
that address the performance standards delineated in Volume I.

d. Delineation of specific examinations of other information provided by
the vendor: Volume Il identifies the criteria to be used by the ITAs in
conducting examinations of the information submitted in the TDP. These
criteria address the documentation provided in the TDP, including
documentation of the system and related operational procedures as well as
vendor practices for quality assurance and configuration management.

e. Description of process for handling failures: A system may fail to pass one
or more of the tests and examinations performed by the ITAs. Volume Il
describes the practices to be used by the ITAs when the system or its
documentation fails a test or examination, including the nature and depth of
re-testing required for corrections submitted by the vendor.

f. Outline of Qualification Test Report. Volume Il provides an outline of the
report issued by the ITAs at the conclusion of testing, providing the specific
requirements for this report.

1.3 Qualification Testing Focus

Qualification tests focus on multiple aspects of the voting system and the process for
development and maintenance. Although multiple ITAs may conduct qualification
testing, with each ITA conducting tests in its areas of expertise, the focus of their
combined activities remains the same. Overall, qualification testing focuses on:
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a. The functional capabilities of the system to support specific election
activities performed by system users, including election officials and voters,
as defined in Volume 1, Section 2 of the Standards;

b. The performance capabilities of the system that ensure accuracy, integrity,
and reliability of system operations and the election activities that rely on
them, as defined in Volume I, Sections 3, 4, 5 and 6 of the Standards;

c. The system development and maintenance processes and related quality
assurance activities performed by the vendor to ensure system quality, as
addressed in Volume I, Section 7 of the Standards;

d. The configuration management activities used to control the development
and modification of the system and its individual components, and maintain
accurate information about the version and status of the system and its
components throughout the system life cycle, as addressed in Volume I,
Section 8 of the Standards; and

e. The documentation developed and maintained by the vendor to support
system development, testing, installation, maintenance and operation, as
addressed by the TDP described in Volume II, Section 2.

14 Qualification Testing Sequence

The overall qualification test process progresses through several stages involving pre-
testing, testing, and post-testing activities as described in Volume I, Section 9 of the
Standards. Whereas VVolume | describes the flow of the overall process, Volume 11
focuses on the details of activities conducted by the ITA and activities conducted by
the vendor to facilitate testing and respond to errors, anomalies, and other findings of
concern during the test process.

Qualification testing involves a series of physical tests and other examinations that are
conducted in a particular sequence. This sequence is intended to maximize overall
testing effectiveness, as well as conduct testing in as efficient a manner as possible.
The ITA follows the general sequence of activities indicated below. Note that test
errors and anomalies are communicated to the vendor throughout the process.

a. Initial examination of the system and TDP provided by the vendor to ensure
that all components and documentation needed to conduct testing have been
submitted, and to help determine the scope and level of effort of testing
needed:;

b. Development of a detailed system test plan that reflects the scope and
complexity of the system, and the status of system qualification (i.e., initial
qualification or re-qualification);

c. Operational testing of hardware components, including environmental tests, to
ensure that operational performance requirements are achieved,;
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d. Functional and performance testing of hardware components;

e. Examination of the vendor’s Quality Assurance Program and Configuration
Management Plan;

f.  Code review for selected software components;
g. Functional and performance testing of software components;

h. System installation testing and testing of related documentation for system
installation and diagnostic testing;

i.  Functional and performance testing of the integrated system, including testing
of the full scope of system functionality, performance tests for
telecommunications and security; and examination and testing of the System
Operations Manual;

j-  Examination of the System Maintenance Manual;

k. Witnessing of a system ‘build’ conducted by the vendor to conclusively
establish the system version and components being tested; and

I. Preparation of the Qualification Test Report.

15 Evolution of Testing

The ITA will conduct extensive tests on a voting system to evaluate it against the
requirements of the Standards. Taking advantage of the experience gained in
examining other voting systems, ITAs will design tests specifically for the system
design, configuration, and documentation provided by the vendor. Additionally, new
threats may be identified that are not directly addressed by the Standards or the
system. As new threats to a voting system are discovered, either during the system’s
operation or during the operation of other computer-based systems that use
technologies comparable to those of another voting system, ITAs shall expand the
tests used for system security to address the threats that are applicable to a particular
design of voting system.

1.6 Outline of Contents

Volume I1 of the Voting Systems Standards is organized as follows:

+ Section 2 describes the requirements for the Technical Data Package;

¢ Section 3 describes functionality testing;
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Sections 4 and 5 describe specific testing standards for hardware and
software;

Section 6 describes standards for testing the fully integrated system, including
telecommunications and security capabilities, and the documentation used to
operate the system;

Section 7 describes the standards for examining the documentation of vendor
practices for quality assurance and configuration management;

Appendix A provides an outline for the Qualification Test Plan;
Appendix B provides an outline for the Qualification Test Report; and

Appendix C describes the guiding principles used to design the voting system
qualification testing process performed by ITAs.
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